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SECUREDATA CAPABILITY STATEMENT

CORE COMPETENCIES

SecureData, Inc. provides a full-range of hardware-
encrypted data storage products, SecureDrive and
SecureUSB, that use either a keypad or a smartphone-
authenticated app to unlock the drive. Optional
Bluetooth (BT) models are remote-management ready
and provide auditability to know when, where, and by
whom the device was last accessed. Designed
to safeguard critical Data-at-Rest (DAR) and in-
transit, all SecureData products meet the storage
needs of enterprise, Military and Governmental
customers worldwide, and use Military-grade XTS-
AES 256-bit encryption. With NIST certificates on-file,
our products are designed to meet and exceed FIPS
140-2 Level 3 validation Criteria including
capabilities to manage devices remotely.

All of our products are designed and assembled in the
United States and meet Trade Agreements Act (TAA)
requirements for shipment worldwide. SecureData, Inc
portable storage products, Flash, SSD and HDD, have
won numerous awards including Red Dot and CES
Product of the year.

PAST PERFORMANCE

Our products have been deployed throughout the
Federal Government, including:

- US Dept of Defense
- Office of the Secretary of Defense (OSD)
- Defense Information Systems Agency (DISA)
- Special Operations Command (SOCOM)
- Southern Command (SOUTHCOM)
- Space Force
- Army
- Navy
- Air Force

- US Dept of Justice (DOJ)

- US Dept of Homeland Security (DHS)

- US General Services Administration (GSA)

- US Dept of Agriculture (USDA)

- US Dept of Transportation (DOT)

- US Dept of Health & Human Services (HHS)

- US Courts

- US Dept of Interior (DOI)

Additionally, we work with numerous Federal Primes/
System Integrators, and with many of the top Silicon
Valley tech companies today. Our products meet the
high data security and data privacy standards of these
departments and companies ensuring data on carried
USB devices are protected.

DIFFERENTIATORS

All SecureData products are built with the highest-quality
components available which are embedded into ultra-
thin, aircraft-grade extruded aluminum enclosures
making them the thinnest lowest-profile on the market.
All drives are OS/Host independent to work with
Windows, Mac or Linux and require no software drivers.
OS/Host-independent Remote Management tool allows
admins to know who, when, and where phone-
authenticated devices were last used and provide an
audit trail of all activity. Manufactured and assembled to
prevent tampering, with built-in brute force anti-hacking
technology, the drives are designed to meet Military-
grade applications on devices deployed on disparate
systems.
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COMPANY DATA

Headquartered in Southern California, SecureData is a
U.S. manufacturer of SecureDrive® and SecureUSB®
encrypted data storage products designed to safeguard
critical data and meet the storage needs of enterprise
and government customers worldwide.

Founded in 2007, SecureData, Inc. provides world class
Data Recovery Services with a 96% documented data
recovery rate. Known for our expertise in recovering
data, SecureData launched a line of FIPS 140-2 Level 3
validated hardware encrypted drives to augment
moving classified and confidential data to government
agencies and enterprise customers. We are a small
business employing 90 full time staff and ship and sell
our products Worldwide.

All of our products are designed and assembled in the
United States and meet TAA requirements for shipment
worldwide.

SecureDrive is security without compromise

Accept Credit and Purchase Cards.
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CERTIFICATIONS AND COMPLIANCE

« SecureUSB KP FIPS140-2 Level 3 Validated
Certificate #3522

« SecureUSB BT FIPS140-2 Level 3 Validated
Certificate #3528

« SecureDrive KP FIPS140-2 Level 3 Validated
Certificate #3297

« SecureDrive BT FIPS140-2 Level 3 Validated
Certificate #3349

. HIPAA Compliant

« CMMC Compliant

« GDPR Compliant

« Meets Pll and PHI Standards
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https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3522
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3528
https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/3297
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3349
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