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| GENERAL INFORMATION

141 Product Overview

SecureRecovery for Windows helps to recover files from logically damaged Windows and
Mac OS X volumes.

Examples of logical damages are: deleted files, virus attack, file system corruption, re-
formatted or re-partitioned drives.

1.2 Product Features

- SecureRecovery for Windows recovers data from Hard Disk Drives, Solid State Drives,
and USB Flash Drives.

« Supported file systems: NTFS, FAT, EXFAT and HFS/HFS+.

« The software has a built-in quick diagnostic system that can determine drives’ physical
health and show whether it is safe or not to proceed with the recovery.

- The program uses a state of the art recovery engine that makes it one of the most
successful and advanced data recovery software in the industry.

« SecureRecovery for Windows has a built-in previewer for most common office files and
pictures that works even in Demo mode.

1.3 Product Limitations
SecureRecovery for Windows should not be installed on the same logical volume that is
going to be recovered.

The software should not be used to save recovered files on the same logical volume that
is going to be recovered.

The program cannot be used on drives with significant physical problems. It is not
recommended to run any recovery software under these circumstances as it could worsen
the driveG€™s conditions and lead to the complete data loss.

SecureRecovery for Windows has a built-in diagnostic system that guides a user on
whether it is safe to run recovery software.

1.4 System Requirements

SecureRecovery for Windows can be installed on any PC running Windows Server 2003,
Server 2008, Server 2012, Windows XP/Vista/7/8/8.1/10.
The program requires local administrator privileges.

The PC running the product should have enough disk space to save restored files.
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Il INSTALLATION INSTRUCTIONS

ATTENTION: Do NOT install SecureRecovery for Windows on the same logical
volume that is going to be recovered.

ATTENTION: Do NOT save recovered files on the same logical volume that is going to

be recovered.
Neglecting these warning could lead to further data loss. Use another PC if

necessdary.

1. Run the SecureRecovery for Windows installer. Confirm request for local administrator
privileges if necessary. Click the “Next” button on the first screen.

e SecursRecovery for Windows Setup = | : &

= gEggﬁEny Welcome lo the SecureRecovery for

Windows Selup

Setup will guide you through the instaliabon of
SecureRecovery far Windows

It = recommended that you dose all other applcatons
befors starting Setup, This will make it possible bz update
relevant system fies without having to reboot your
computer,

Clidk Next ta continue,

[Nextb]'l:nmd

2. Read and accept License Agreement by clicking on the checkbox and then click “Next”.

) SecursRecovery for Windows.  Sstup "—'—&*
— License Agreemenl
'Y Plaase review tha boanaz terms before ingtaling Sanuraf ecnvery

o iindowes

Pris Page Down o see the rest of the agresmant.

eeureRecovary for Windaws Saftwans and Support Sarvice -
EHD-ISER LICENEE AGREEVENT

MPORTANT AEAD CAREFULLY! Thia End-User Licente Agreement (ELLAT 9.3 lagal
aorEement bebween wou deither an individual or = singie enlity) ater referred o a8
LICEMEEE " and Secure Deds Pecovery Services lster refered to s "Seours Deta

=rovery Servoes” for the softwars product SecureRecovery for Windaws later

efered to ag "SOFTWARE™ and for aunpert and mainienance services |ster refered w
sc "2PPORT SERVICES®, By irstaling, copying, or obherwise using the SOFTWARE, you ™

If pou accept the terms of e agreement, did checkbon: below and prese Mewt buttan, You
MLEE 3000t the apreement Woinetal SecureRaooverny for Windows

|1 acoent the terma of tha Licenae Agreament

© 2026 SecureData Inc. 4



SecureRecovery for Windows

3. Read the text and click to confirm that you have read and understood the warning. Click

the “Next” button.

Il--*f Confirm Install Location

) SecweRecovery for Windews  Setup [

Mease road carefully?

It iz strongly recommended not to nstell sofhware to the logcal disofrom which you are gong
torecover loat fles, You should netwrite any dats to thia disk as itmay averarite the fles
making recovery impossioke,

Iflast data resides on the syetem disk, you @n do the folewing:

= [nstal Securefecovery for Windows o anokher compubsr,

a1l

- Disconnect the hard drive fiom wour computer and connect it to arother one
weng additiond PATA/SATA Dort or HDD-to-U53 adapler,

= Run softwere on another computer and recower the fies from vaur hard drive.

(20 Uhave read the warning
0@ [ have nat read the waming yet bt ffannw. securedatarecovery comfoontact-us

2=cuieCald [no

« Back |l|’.<l i | cancd |

4. Confirm the installation location and click Next.

) SecureRecovery for Windows  Setup ool =L

Setup will instal SecureRizovery for Wndows in the falowing folder, To nstallina
different felder, cick Browse and select another fokder, Chok Mest ta cantinue,

Cpace requred: 71.2 B
Space awalable: 28,2 GB

SatufElel s Inc

EET™N ST

Cheose: Inatall Location [
g Choose the folder in which t instal SecureRecovery for Windows

5. Confirm the installation location and click Next.
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@ . Chocese 2 Start Meny felder for the SeoreRecovery for Vindoes
s’ shorbeuts,

Select the Start Menu folder n which you would Tke o creat=. the program’s shortcuts. You
3N &S0 enNer B name T areate 8 new foider,

ACCEsEInes

Aomrisraie Toos FJ
Ehuetooth Devices

Erother

Data Rescue PC3

Debwuggirg Tools for Windess (x64)
Enterprise Archibect 12

ESET

Evoluent Mouse Manager

Far Maneger 3 x54

Lames

I:I'."h rot crests shortoubs

== | r=Tiake T

[ wBock [ it ] [ conent |




6. Click the “Finish” button to complete the installation process.

Eh SecureRecovery for Windows Setup o) |

SECURE
g HECOVERY

Compleling lhe SecureRecovery for
Windows  Setup

EerureReovery for Windows h=sbeen installed on o
oompLter

Chick Fnsh lo dos= S=bp
W Launch SecureRecovery for Windows

| Create Deskion 10an

s |

11l SOFTWARE ACTIVATION

SecureRecovery for Windows

On the first run SecureRecovery for Windows will ask you to register the program.

' = L
E] Piease Register SecureRecovery for Windows h&]

Mame
Camparry

Registration

by

A
——

If you would the toevaluate the capabiities of
SacureRecovery for Windows please did: Demo bution

Buy License OnLing

o ][ oero

You can buy a license and register the program right away, or you can run it in Demo
mode unlimited number of times.

Demo mode is fully functional, including a preview of the recovered data. The ability to
recover files in Demo mode may have limitations (i.e. the number and size of files that can

be recovered). In order to remove limitations user must buy a license.

You can always buy a license later after checking the recovery results.

© 2026 SecureData Inc.
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IV DATA RECOVERY PROCESS

41 Selecting Media for Recovery

411 Physical Drives and Volumes

SecureRecovery for Windows works with physical drives or logical volumes that reside on
physical drives. The program also shows corresponding Windows device letters for each
logical volume available to the system - note “C:” on the picture below.

B e |
0 SECERE
= RECOwEHY

ket e aable ke for bl lata.

H vimi Sk el it chrte s i L s 8 i o gl i, e e g gl b el i T s B P gacl . st
e vty ban e 3 by e, bl el me v ey b P crare s ooy oo g e el
ek e D
(S S e 5 - e
a8 e S SO0 B W) LM Liebdiel L] Bbeldh. m LATAD Alysn AN Gl
ol isedie S R SR, Srdom A WITE L s
- L] L i AfhEd O
] st CXDBARLIARE -Fobi]dd CLAT haFo Bt S T 1 Al e 1E2TF
L 1]
Bty Spaceld L A
e CTLIBIGNAL Do - WD ARLETAZ L. Wiy SLFTuge )
= Pamial e L AR
i uil 1akcw G
LU 180 2N

= Pammzel
- P

« “Device/disk” column shows all detected physical drives and all logical volumes
(partitions) that are found on physical drives.

« “Status” column shows physical drive “health” status.

« “Label” column contains physical drives serial numbers and logical volume labels/
names.

« “FS” column has physical drives bus interface numbers and detected File System for
logical volumes.

« “Start” and “Size” columns contain information about sizes and start positions of all
physical drives and logical volumes.

Select a drive or a volume for recovery by clicking on it.

- To recover deleted or lost files, it is recommended to start with selecting the logical
volume where the files were located.

- If the drive was re-formatted, it is better to select the physical drive.

© 2026 SecureData Inc.



SecureRecovery for Windows

41.2 Media Status and S.M.A.R.T.
SecureRecovery for Windows has a built-in quick diagnostic system that can determine
drives’ physical health and warn if running recovery software is not recommended.

Quick diagnostic is based on physical drive S.M.A.R.T. (Self-Monitoring, Analysis and
Reporting Technology). The results of quick diagnostic are shown in the “Status” field.

i Represents fully functional physical drive. It is safe to run the program on

this drive or any logical volume on this drive.
Status Green

Represents degraded physical drive. Run the recovery software with
s Yell extreme caution. The program has additional diagnostic steps and would
tatus Yellow stop the process if the drive degrades further during the recovery process.

— Represents damaged physical drive. It is not safe to run any recovery
software on such drive or any logical volume on it. Please send this drive

Status Red for in-lab recovery by clicking on this link

https://www.securedatarecovery.com/request-help

If you’d like to see detailed S.M.A.R.T. report - right click a physical drive and select Show
SMART’

¥
B Seaswdacireny o Wi, = b
SECURE
BEEOVERY
T -t b b e
W Mt e o e Pt e R R sk 7 e 0 T g 40T, Dot tanenpurdng Dpes 4 and oo Hea bt e bpes ek
o1 20 bt e 17t e, o 8 rupdid. neecranin o TIANG (L IR SENT IS At v nng s T of (3 MTRED
oy — cicfar e .
B e g Drmeiint Statu Latel H A ax
v Sewiuy BRI AR RLGR EOGER L] STRAEAT. *E SATAT . W Byled AP
_ e inhar i nsadec-JuH - L il Sidedtiebi} Syt P TS Lo ]
= - wL 100 Lg ]
#1a0s - . TN ARG AT | A By 1K
. Sww MART
B e s EFEr HiE A% LW
| WP Crmalirags EaruE Lam
- - ST L] WINER  w GaETAl ¥ Btes L =
| s Bty (3 Aefeush | Yo Brn. WP L 8 18 Uk
] it € - PrthcdT . reres B Lemes ol
M- - I WTTE i hae |
P
[y mie I
By al
| mem

4.2 Creating and Using Disk Images

SecureRecovery for Windows allows user to create a binary image of any physical drive
or logical volume and can later load that image and work with it as it would be a physical

drive or logical volume.
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https://www.securedatarecovery.com/request-help

To create an image: click Create Image.

SecureRecovery for Windows

| B} Securhecovery for Windam
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Select where you would like to save the image and click “OK”.

Please note that creating an image requires large amount of storage space - shown in
“Estimated size”. Make sure you have enough free space available on your PC.

You may scan the disk while the image is being created.

a]

SECURE
RECOVERY

™
—

£y Putresh davios kst

fo

] .

A Image Serame: | CSRRages WOC WOTSAA-MEASD t0urek
| |

| Man S informaton Sart

1 [ create scan edoematon fle 13
The scan info fle wil be saved to e same place with the image: e,
[22 rarme: €8 Umages THDE WOTSAA-D0BAAY 10,50 ]
Fée System: | HTFS; AT jexFAT, WFS; 1509560 | Change..*| #
B
F7] Erable Fie Spranse Search e Pl Types... B
1i b
© File Signature Search - O x
L]
Progeam wil addtoraly search for the folowing lost et while scanring i
S Aechive ] 168
» @ | Development fites | oG8
» B4 [ Diskimages Ok Cancel
» (@] Document
o (8] Desument Database r
» W Document Spreadihect
* B Execwtable, Lbrary. DLL
* B3 Fomt
¢ (8] Graphics, Picture
| Inteimet relsted fdei
» T Multimedia
A . L

Setas Defadt  Reset b3 Retosmended Selent M

B 43 Cofibut Cear A Cancel

You may also specify file signatures to search for.

” e Mt button, 1F the logcal
1| Presrrepondng phiscal drive

Sire
.02 GB
193 G8
20368
20168
HME
1,85 M
11,78 GB
100 ME
16ME
111,18 GB
03 MB
144

ATTENTION: NEVER save an image file on the same logical volume that would be
recovered. Neglecting this warning could lead to further data loss.

© 2026 SecureData Inc.
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To load previously created image click Open Image, select the image file and click Open.

An opened image would look like just another disk or volume.

) SecureRecoveny lor Wandows 3.0.0503 - o *

v SECURE

= RECOVERY

) e v eavon orst ot

3 Refresh device lst If i i Eht sy dans reid KM o o of B et i) houietal s, Selet cor eapondineg bogaral dhic andd chel Meat butteen 1F the laygesl
o - dhsic ith ot Gt has been re-formatied, deleted, conupied, inaccessibie or missing due b any other reasons, select comesponding ph scal drive:
o i3 partibon and dick Hext butten.

@ O inege x
B3 Creats Image Device/Dick Status Labeel FS§ Saat e
W ) dee KINGETORM SA200537120G 030650005 . SO0PEETTE.. BOSATAZ . OByies Nn1.%Ge
) %o Volureeee 7571 fbbd-42ci-Bife-03207... FAT32 TME plo
_ i} % Microsoft reserved partition 1 AR 16ME
g Sean Splong ) e Systemn HNTFS 117 MB 111,186 GB
| B 0 e Volumel 06031 BEE-fe2b-2030-170-H11... NTFS 1125 GB 505 ME
| Ennpty Spacel 1.7 GB 144008
y |~ Imnage
v () < WDC WDTSAA Q0BAMD 10.05€11 WO-WMA.. POATAP... DEytes T2 GB
) % Pyetition NTFS-Test  NTFS 32KE 2193 6B
) S Paetitinal FATIZ-TEST FATR2 298 20368
) e Pastitiond EAT-TEST  FATIE 4s4c8 200 68
i) 5 Partitiond FAT-SHORT FATIE 535 GB eMe
O 55 Empty SpacelB T2 GB 1.85 MG

4.3 Recovering Lost Data from Existing Logical Volumes

This section describes the recovery process when data loss occurred on the existing
volume (i.e. deletion, missing files or corruption to the folder structure).

In this situation the logical volume and file system type will be recognized by
SecureRecovery for Windows and the volume will be shown in the Device/Disk column.
It may or may not have a logical letter assigned (i.e. C:).

) SecureResovery for Wandows 3.0.0903 - u] *

SECURE
RECOVERY

_ Select presumable kocation for lost data.
o -t
D e m,wm.mxmwmu 10 any ot s parttion ’
& Ooeninae Device/Disk Status Label 5 Start Size
B3 Creats Image v ) S WO WETSAA-I0BARD HLDFKT! [ ] WD-WMAILE.. =0 ATA [Prima... O Bytes 7.02 6B
@k NIFS-Tat  WTES 2K 29368
[ ootows i3] [Ty FATIIEST  FaTR 28368 10368
(s T FAT-TEST FATIE 43668 201 6B
&g seancotens D=k FATSHORT  FATIG 695 GB SAME
| B O > Epty Spacel? 7.02 GB 1.85 M8
L L | ¥ O s INGETON SA2005371206 03090008 [ ] SOOMETTIAZA.. #1SATAZ (0] OBytes M.HGE
[T {e757THH Jof- Bife-3A0TSENAT FaTI2 1MB 100 M-
) e Microsoft resenved partition 11 MB 16ME
(s 35 System HIFS 117 MB M.1866
) %o Volumel 0831088 be2b-da3¢-51 T-H1 16106034} NTFS M2 GE 508 MB
O < Enpty Spaced? LR 144 M

< Bk tent >

Select the volume and click the Next button.
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The Software will present 2 options - Quick File Search or Full Scan.

D) Securefiecevery for Wandows 10.0503 - a b

SECURE

RECOVERY
ekt vactn i
& ) Quick Fle Search
q Select this action If you want to recover ket fles. IF fles are not found o mary oy Ful Scan”,
() Full 5can
Select this action f you could not find your deleted fles after 5 for Windews vl analy oughty and may find fles
EE e ek ety
Hiate! Full Scan requines much mare Eme than Quick Ple Search.
Seaneptions
L Fie Systems
P ee

Fle sgrature search optons

e | (]

4.3.1 Quick File Search

Quick File Search is the default option and is always recommended for the first attempt. It
scans media in certain areas for existing file system data structures. The result is usually
quick and sufficient for finding recently deleted, lost, or corrupted files.

To apply Quick File Search option, make sure the appropriate option is selected and click
Next.

The software will then run a scan.

Once the scan is completed, the software will move to the next step where all the found
files and folders will be presented.

D) SecureRecovery for Wandows 30.0903 - o *

SECURE

RECOVERY

" Markfiles and fokder you wat to recover and chck the Hext button. You may by the Task list, a previcw it and
‘estimate its recovery chances.
*O=Fk | Hame R Size Bytes Crested Mizdied [Er—
¥ O Root (O MG.00pg @ 2607096 12LZ0EH 13644 PM 122023 12325 PM 1271172023 13652 P
O 17 SRECYCLERM C1# Mo.002j55  ®
OXxo 1 3% m6_0303pg
o 3 Fé mac 030 jpg
] ] 4 w1G_0305pg
[m] 7 mac 0308 jpg
m) 1 ¥ maG_0307jpg
[m]
[m]
m}
+0O

m}
[m]
[m]
[m]
m}

Ready Marked O Bytes in O files in 0 folders | Total 278 GB in 2252 fles im 133 folders

<Back

SecureRecovery for Windows shows its estimates of chances for successful file recovery
in the Rec column.
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At this step, user can check if the lost data has been found. The files of many common
types (like DOC, PDF, JPG and similar) can be opened in preview mode and selected for
further recovery (extraction).

Section Working with Found Data addresses the details of previewing and recovering
found files.

4.3.2 Full Scan

Full Scan is used when the Quick File Search option is unable to find lost data. Full Scan
reads and analyses the data through the entire volume, which may take an extended
amount of time (multiple hours) depending on the volume size.

This mode allows the software to pick up lost fragments of the existing, older, or
overwritten file systems residing on the volume, which might have been missed by Quick
File Search algorithm. To enable the Full Scan option, select the corresponding mode,
then enable or disable check-boxes for specific file systems expected to exist on the
logical volume.

o

SECURE
- RECOVERY

[Actions i)} Select a required e recovery action and dick the Hext button to continue,

) Quick Fig Sear

q .»d\ s action if you want to pecover st fles. IF Rles are not found you mary try Tl S,

Sebect this action if you coud not find your deleted fies after Quick Fie Search. SecureRecvery fior Windaws vl analyze data on this disk mare thoroughly and may fnd fles it
wm ﬁrwuﬂoq\m e Search.

o @ [«

e much more Sme than Quick Fle Search.

ﬁ-‘ﬂﬁ

cai
II
4

com
iy s
i
z
§
[+

s
(= O Foe Sigra arch - a ®

y smareh for e followsee) et fles mhie scaening

i

]
n ]
 INNERNEEEREE §

Selecting Full Scan also unlocks the File Signature Search capabilities. This option allows
the software to find files with no regards to the existing or missing file system.

This option has limitations:

1. It does not recover folders structure and original file names;
2. It can only recover first part of fragmented files;

3. It does not recover files of the types unknown to the software.

To enable this option, make sure that Enable File Signature Search checkbox is ON.
Specific file types can be selected in the File Signature Search dialog by clicking the
Options button.

Once the selections for File Types and File Systems are done, click the Next button, and

12
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the software will advance to the scan.

) SecuResoveny for Wandows 200503 - o x
SECURE
RECOVERY
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G Chock e Lininte
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Unused B nwecograred ] o m w2 W 3
B MTFSRerePors 0 R FAT Table Enves 71 FAl Drectory Enries 0 B FaT ook Sectors W S - Vokmetinader O
] n = ° L] = £

Scan process can be interrupted at any time by pressing the Stop button. From there, user
will have options to show found data, return to the previous step, remain on the current
step or continue scanning.

Once the scan is finished or interrupted with the option to show found data, the software
will advance to the next step and the results of the scan will be shown. At this point user

) Seop Ful Scan *

Plaace choose the desred:

(%) Sang el ghenw Foured Feg and Sidery.
) Sing s rendn b the Selec Dt pans
1) Stop and show the dei’s B soan map Tty 81 the oumsnt pape)

o chek Cancel 13 coevirues il 22an.
=] ome

will be able to search, select, and recover found files.

You may save and load scan information.

D) SecureRecovery for Wandous 3.0.0903 - o *
£ SECURE
= RECOVERY
_ = » o rocover Button. ¥ ‘the Task list, Double-click a file to previcn it and
estimate its recovery chances.
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SecureRecovery for Windows
Section Working with Found Data addresses the details of previewing and recovering
found files.

4.4 Recovering Lost Files from Deleted/Corrupted Logical Volumes

Some of the data loss scenarios can cause damage to logical volumes. Examples include:
volume deletion, partial overwriting, re-partitioning of the drives, re-formatting of logical
volumes and similar issues. These types of situation would look like an inability to detect
the file system or missing logical volumes (partitions).

SecureRecovery for Windows is unable to detect any volumes on the physical drive.

D) Securefleeevery for Wandows 100503 - n] £
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Device/Disk Status Label B Start Size
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For these types of data loss scenarios the software uses a specific mode called Disk Scan.
Disk Scan can be applied to the entire physical drive or to the partition or logical volume
with an unknown or missing file system.

Select Disk or Volume and click the Next button to advance to the next step.
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SecureRecovery for Windows

On Disk Scan screen user can make a selection of the file system types to search for.

There is also an option to run File Signature Search at the same time. File Signature
Search was described in the Full Scan section.

Click the Next button to start the scan.

) SecureRecovery for Wandous 30.0903

SECURE
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Once the scan is complete, the software automatically switches to the next step showing
recognized volumes and file systems.

1) SecureRecovery for Wandows 30.0903
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Once the scan is complete Select the necessary partition and click the Next button.
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From this point the process transforms to Recovering Lost Data from Existing Logical
Volumes. Select the Volume, then click the Next button and proceed with recovering data.

4.5 Working with Found Data

At the final step of Data Recovery Process the found files are presented in a tree-view,
similar to a regular file system layout. In most cases, the tree would replicate the original

folder structure that existed on the media.

Tree navigation is similar to Windows Explorer.

The list in the right section can also be sorted by columns (file size and three timestamps).

D) SecureRecovery for Wandows 30.0903
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SecureRecovery for Windows shows its estimates of chances for successful file recovery

in the Rec column.
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4.5.1 Previewing
SecureRecovery for Windows allows the user to preview the most common file types
before extraction. To open the preview window - double-click the file.

The software currently supports previewing for many file types, including images, video
formats, MS Office / OpenOffice / LibreOffice files, and PDF files.

SECURE
RECOVERY
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The picture can be rotate, zoomed in/out by, and marked for recovery.

If SecureRecovery for Windows does not support preview for a specific file type, or the file
content is corrupted, the default preview window would be displayed instead.

This window shows the file content in binary (hexadecimal) and text (both ASCII and
Unicode) forms.
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4.5.2 Searching, Masking and Sorting

SecureRecovery for Windows has a powerful set of features to sort and group found files,
search for the specific files and folders, and hide unnecessary data.

4.5.21 Sorting and Grouping the Recovery Results

The highlighted middle section of toolbar is responsible for sorting the recovery results.

There are 5 different options available: Original Tree View, File Type, Creation Time,
Modification Time, and Last Access Time.

Original Tree View sorting mode replicates the original folder structure that existed on the
media and shows it under the Root section.

Folders and files marked by red X have existed on the file system before, but they were
deleted, lost or corrupted at some point of time.

Extra Found Files section contains folders, which lost their names and parent folders,
therefore they cannot be put into the Root tree above. The contents of those folders
usually have the original file names and sub-folder structure intact.

Extra Found Files section also shows results of File Signature Search if this option was
selected for Full Scan mode. The results are grouped by file type.

Please note that some file types (like JPG pictures) might have their timestamps and
camera info preserved.

The second sorting mode is File Type.

In this mode all found files from the media are grouped and organized by type.

D SecureRescvesy for Wandows 100503 - n] £
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The last three sorting modes (Creation Time, Modification Time, and Last Access Time)
use file timestamps to group all found files by a year, month, and date of their creation,
modification, or last access respectively.
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4.5.2.2 Searching Through the Recovery Results

SecureRecovery for Windows allows the user to search for specific files and optionally
select them for further extraction. Click the Find/Mark menu item to open the

corresponding dialog window.

Actions

Q FindfMark

8.
&

(i
*

B show All Files

B Show Deleted
Files

v

& set files mask

Chances

[ Recheck Recavery

All Files mode means that the search uses all available files while applying additional

criteria from the dialog window.
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You may specify how to treat specified strings. Please note that SecureRecovery
stores previously entered search strings.

All Files and
Folders

If this option is selected, SecureRecovery applies Advanced
Options to all files.

File Extensions

If this option is selected, SecureRecovery treats specified strings
as file extensions

Files and If this option is selected, SecureRecovery treats specified strings

Folders as file names. Use ? for one unspecified character and * for an
unlimited number of them to specify file masks.

Regular If this option is selected, SecureRecovery treats specified strings

Expressions

as regular expressions

Match case If this check box is selected, SecureRecovery makes a case-
sensitive search

Look at

Files If this check box is selected, SecureRecovery includes files into a
search.

Folders If this check box is selected, SecureRecovery includes folders into

a search. Disables when the Mark/Unmark All option is selected.

Deleted files

If this check box is selected, SecureRecovery makes a search
among deleted files/folders.

Existing files

If this check box is selected, SecureRecovery makes a search
among existing files/folders.

Specifies where SecureRecovery searches for, and marks, files. It
can look for them on the Entire partition, or in/from a certain folder.

Look in If several partitions are opened in one tab, the places will be: All
opened partitions, Selected partition, or in/from a certain folder.
You may specify the starting folder for the search.

Advanced If this check box is selected, SecureRecovery will use the

options advanced options.

Size from/up to

Specifies file size limits.
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Bad sectors

Specifies whether there are bad sectors in the files. Not known: it’s
unclear if there are bad sectors in the files.

Recovery Specifies files with certain recovery chances.

Chances

Date Specifies file date boundaries. Dates for Modified, Created, and
Last Accessed timestamps may be set separately.

G The Set for all button sets the specified data for all fields.

Find/?Mark Specify what SecureRecovery does with the found files.

options The Find first/previous/next/last options. SecureRecovery stops at

the first/previous/next/last file that matches the specified search
criteria.

Find all files. SecureRecovery searches for all files that matches
the specified search criteria.. The search results appear in the
Find Results panel.

Mark/Unmark All. SecureRecovery marks/unmarks all files that
match the search criteria. When these options are selected,
SecureRecovery marks/unmarks files only, not folders, regardless
of what Look at: Folders specifies.

Please note, that when performing a new find and mark/unmark
task, SecureRecovery does not takes into consideration the
previous marked/unmarked state of files. For example, if you

first mark all doc files, and then all txt files, all doc files remain
marked, too. To unmark them, you should specify doc once again
and select Unmark files.

To repeat the search,
*Click Find Next or Find Previous
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SecureRecovery for Windows

4.5.2.3 Masking the Recovery Results

Masking allows showing only the files with specific parameters, while hiding everything
else.

The first option is to select between All Files and Deleted Files only, which can be used
directly from the toolbar.

Actions

(_} Find/Mark

. |

.-L.I’

B show All Files &

B Show Deleted
Files

& Set files mask

E& Recheck Recovery

Chances
The Mask dialog box will appear
/6 Define File Mask X |
| File Extensions: b |j|:|gj docx;xlsx A
[] Match case Example: txt; doc; xls;
Show empty folders Deleted files

Existing files

Advanced

|:| Size From: 0 Bytes - |:| UpTo: |0 byles =
Creation date Last 3months @
Modification date | Last month hd @
Last access date | Last week i @
Cancel

You may specify options for All Files, File Extensions, Files, and Regular
Expressions

Match case If this check box is selected, SecureRecovery makes a
case-sensitive search.

Show empty folders If this check box is selected, SecureRecovery will show
folders with no files inthem.
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Deleted files

If this check box is selected, SecureRecovery makes a
search among deleted files/folders.

Existing files

If this check box is selected, SecureRecovery makes a
search among existing files/folders.

Use advanced
options

If this check box is selected, SecureRecovery will use the
advanced options, even when they are hidden.

Advanced Options

Size from/up to

Specifies file size limits.

Bad sectors

Specifies whether there are bad sectors in the files. Not
known: it’s unclear if there are bad sectors in the files.

Runtime image

Specifies whether the files have already been included into
the runtime image.

Date

Specifies file date boundaries. Dates for Modified, Created,
and Last Accessed timestamps may be set separately.

The Set for all button sets the specified data for all fields.

Before extracting the recovered data - the desired files and folders need to be selected

and marked first.

4.5.3 Selecting Files and Recovering

Files can be marked by clicking on a checkbox to the left of a file or folder name.

Using checkbox at the very top of the tree would select the whole tree - i.e. everything

visible.

A checkmark near a folder name indicates that the full folder content is marked.

If folder has only some files/subfolders selected, the symbol becomes square (example -

folder Logs below).

The counters located at the bottom show the total amount of data available (after
masking), and how much from it is currently marked.
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File marking can also be combined with File masking. Start with applying the file mask
and hiding the unnecessary files/folders, and then use the marking for visible objects.

The second way to mark the specific files is to use Find/Mark dialog. Apply the desired
criteria first, then select Mark matched files option.

As a result, only the specified files will be marked. SecureRecovery for Windows allows
the user to select a continuous range of files/folders on the right side of the window using
the standard combination of SHIFT key and a mouse pointer.

After all necessary files are marked, click the Next button to start data extraction.

In Demo mode the ability to recover files may have limitations (i.e. the number and size of
files that can be recovered). But the software can be registered with the valid license at
this step by clicking on About link on the toolbar.

There’s also an option to preserve the original folder structure, or restore all files into a
single folder with no subfolders.

The Existing Files option allows selecting the software behavior in case of duplicated files:
ask for confirmation every time, overwrite all duplicates, skip all, and rename all.

L SECURE
= RECOVERY
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SecureRecovery for Windows

Please read the warning note (in red) carefully: restoring recovered data to the original
media may destroy the files and should not be attempted. Always use another drive or
flash device.

Clicking on the Recover > button starts the data extraction process.
It is possible to stop the extraction at any time by clicking the Stop button.

The pop-up dialog allows the user to abort the extraction process, skip the currently
extracting file (continue after), and continue extraction.

If the extraction is finished or aborted, the summary will be displayed.

L3 SECURE

= BECOVERY

<t | (=]

Please note that Log option on the toolbar can be switched on/off at any time during
the data extraction to show the specific events, warnings, and errors, or hide them.
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V CONTACT INFORMATION AND TECHNICAL SUPPORT

SecureRecovery for MacOS

https://www.securedata.com/contact
Support

In-lab Data Recovery

. . https://www.securedatarecovery.com/request-help
inquires:

All rights reserved.

No part of this User’s Manual may be copied, altered, or transferred to, any other media
without written, explicit consent from SecureData Corporation.

All brand or product names appearing herein are trademarks or registered trademarks of
their respective holders.

SecureData Corporation has developed this User’s Manual to the best of its knowledge,
but does not guarantee that the program will fulfill all the desires of the user.

No warranty is made in regard to specifications or features.

SecureData Corporation retains the right to make alterations to the content of this Manual
without the obligation to inform third parties.
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